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1.  INTRODUCTION


We have agreed with the Defense Security Service (DSS) to adopt this Facilities Location Plan (FLP) in connection with our [Describe applicable FOCI mitigation agreement].  The FLP template applies to facilities potentially collocated with an Affiliate Company as defined per the terms of your mitigation agreement and can be modified to meet the facility’s needs.  Items that do not apply may be annotated as “Not Applicable.”

Set forth herein are written policies and procedures that provide assurance to the Government Security Committee (GSC) and DSS that all National Industrial Security Program Operating Manual (NISPOM) and FOCI mitigation requirements are met. The intent of the FLP is to ensure that the potential collocation (i) does not result in unauthorized disclosure of classified information or export controlled information, (ii) does not otherwise violate any OPSEC requirement, (iii) all FOCI mitigation requirements are met; and (iv) is not used by our parents and/or their affiliates to exert influence or control over our business or management in a manner that could adversely affect the performance of classified contracts.  This FLP includes detailed floor-plans, building diagrams, description of the organizational and functional relationship between the collocated entities, effective controls to ensure compliance with all FOCI mitigation requirements, GSC’s plan to maintain effective oversight of the increased interactions with the affiliates, and acknowledgement that serious or systemic acts of non-compliance with the FOCI mitigation agreement may result in DSS requiring the separation of the collocated entities. 


Our FLP adopts a systems approach based on the template published by DSS to assist us with describing our collocation at the appropriate level of detail to allow adequate assurances that we are in compliance with the terms of our mitigation agreement.  

The FLP must reflect the following:

· Justification for the close proximity with affiliates.

· Description of the organizational and functional relationship between the companies to include how interactions are controlled. 

· Floor plans and/or building diagrams demonstrating the GSC’s mitigation procedures to include effective physical separation and access controls.

· Measures the FOCI Company will take in order to comply with all aspects of their FOCI mitigation agreement (i.e. ECP, TCP, and Visitation Procedures).

· The GSC’s procedures to effectively mitigate any additional risks for undue control and/or influence from the affiliates resulting from the close proximity to an affiliate. 

· The GSC’s plan to maintain effective oversight of the cleared entity to ensure full compliance with the FOCI mitigation agreement. This must include implementation procedures for the Facilities Location Plan

· Parent and FOCI Company must acknowledge that if serious or systemic acts of non-compliance with the FOCI agreement are identified by DSS then separation within reasonable timeline may be required

2.  JUSTIFICATION
Instructions:  In place of these instructions, please provide the FOCI Company’s justification and request for this review.  
3.  RELATIONSHIP BETWEEN THE COLLOCATED ENTITIES
Instructions:  In place of these instructions, please describe in detail the organizational and functional relationship between the FOCI Company and affiliate entities. This may include, but is not limited to, commercial and contractual arrangements; frequency and type of interactions; and/or DSS approved affiliated services. 
4.  FLOOR PLANS AND BUILDING DIAGRAMS
Instructions:  In attachment 1, please provide floor plans and building diagrams identifying which entities are occupying each space and addresses for all collocated entities. Please identify all common and shared areas, including but not limited to parking lots, cafeterias, dining areas, and gyms. The plans and diagrams should indicate the physical separation and all access controls. Please include a statement indicating how the cleared facility will maintain its own sovereign space and control access to its facility. 
5.  COMPLIANCE MEASURES AND OVERSIGHT
Instructions:  In place of these instructions, please describe the measures the FOCI Company will develop to ensure full compliance with the FOCI mitigation agreement requirements. This should include the impact of the FLP on the FOCI Company’s Visitation Procedures, Technology Control Plan, Electronic Communications Plan, and Affiliated Service Plan. 

5.1 CONTINUOUS MONITORING 

Instructions:  In place of these instructions, please describe how the FOCI Company will monitor the FLP on an ongoing basis.  You may describe, for example, the following:

· How the FOCI Company will use continuous monitoring activities such as: access controls, visitation logs, ongoing assessment of security controls, and status reporting.   

· How the FOCI Company will assess all security controls and visitation procedures to ensure compliance with the FOCI mitigation agreement.

6.  ADDITIONAL MITIGATION MEASURES 

Instructions:  In place of these instructions, please describe the additional mitigation measures the FOCI Company will develop to ensure compliance with the FOCI mitigation agreement and prevent any potential undue control/influence. This section should include how the GSC will ensure all interactions receive the proper approval, training that will be provided to the FOCI Company’s employees and/or employees of the Affiliates, and any other measures the company will take to ensure compliance and maintain oversight of the collocation. 
7.  ACKNOWLEDGEMENTS 

Instructions:  In place of these instructions, please provide signed statements from the FOCI Company and Affiliate entities acknowledging that if serious and/or systemic acts of non-compliance with the FOCI mitigation agreement are identified DSS may require separation and end of the collocation. 
8.  POLICY AND PROCEDURES CHANGED CONDITIONS
Instructions:  In place of these instructions, please describe how the FOCI Company monitors changes to the FLP and conducts security impact analyses to determine the effects of the changes.  

 9. ACCESS CONTROLS 
Instructions:  In place of these instructions, please describe how the FOCI Company will develop and keep current a list of personnel with authorized access to the facility. You may describe, for example, the following: 

· How the FOCI Company will define the appropriate identification (for example, badges, identification cards, and smart cards). 
· How FOCI Company will prevent the Affiliates from access to the FOCI Company’s sovereign space. List personnel no longer requiring access to the facility where the information system resides. 

· How designated officials within the FOCI Company will review and ensure all employees are following the necessary FOCI mitigation agreement Visitation Procedures.
9.1 PHYSICAL ACCESS CONTROLS 
Instructions:  In place of these instructions, please describe how the FOCI Company will control all physical access points (including designated entry/exit points) to the facility (except for those areas within the facility officially designated as publicly accessible) and verify individual access authorizations before granting access to the facility.  You may describe, for example, how the FOCI Company will control access to areas officially designated as publicly accessible, as appropriate, in accordance with the FOCI Company’s assessment of risk. 
ATTACHMENT 1 – FLOOR PLANS AND BUILDING DIAGRAMS 

ATTACHMENT 2 – USER ACKNOWLEDGEMENT

Security Control Agreement/Special Security Agreement/Proxy Agreement Facilities Location Plan Acknowledgment 

I, _______________, hereby acknowledge that I have been briefed on the purpose of the Facilities Location Plan and my responsibilities under the plan. I understand that it is my responsibility to abide by the policies and requirements set forth in the Facilities Location Plan. I am aware that I can seek additional guidance from the Facility Security Officer.

____________________ 
__________ 

Signature 


Date
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